
 

Building cyber-savvy workplaces in SA

South Africa is globally ranked as one of the most vulnerable countries when it comes to cybercrime. The lack of a strong,
centralised approach for protecting the country's national and privately-owned digital assets is just one of many
weaknesses. Throughout our society, there's a pervasive lack of awareness of cyber threats and how to properly mitigate
them. This may be because cybercrimes can seem complex, opaque and ethereal.
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The vast majority of cyber-attacks against South African businesses and individuals are carried out by international cyber
criminal groups operating far outside of our borders and jurisdiction. What is needed is much stricter security minimum
standards enforced on the country's enterprises handling personal data and providing essential services.

Enforcement of these standards and the data protection laws of the PoPI Act need to be better implemented.

Staggeringly, the World Economic Forum has estimated that 95% of data breaches occur due to human error.
Cybercrimes represent billions of dollars in lost revenue every year, and it's clear that there's an urgent need for training
and mobilising people to be actively involved in cybersecurity.

International Cyber Awareness Month is celebrated in October, and in 2022 the theme is 'See yourself in Cyber'. It's a
straightforward appeal to individuals; consumers and employees, business owners and leaders to recognise that like all
crime, cyber wrongdoing is all about people.

There are basic steps that everyone can take to protect their online information and privacy on the job, at home and at
school.

In the workplace, it's not enough for the tech team or IT department to be cyber-savvy - every employee working on the
company system in the office or remotely needs to understand threats such as phishing and social engineering so that they
can recognise and report them.
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According to CSO Online, phishing attacks account for more than 80% of reported cybersecurity Incidents. This happens
on this scale because too many people simply cannot discern this criminal tactic and are duped.

Many organisations deploy spam filters, advanced firewalls, network access controls and endpoint scanning tools to
mitigate increasing cyber threats, but unfortunately, no technology can account for human error entirely.

This is not just relevant to big companies, small and medium businesses, which tend to deploy less cybersecurity tools, are
viewed by cybercriminals as the 'low hanging fruit'.

This means that no matter the size of your company, effective security awareness training is essential in educating all your
end-users so that they understand the security risks associated with their actions and use best practices for staying
security-savvy.

Creating a secure working culture in businesses today is essential. Business owners, company executives and board of
directors are beginning to take cyber risk just as seriously as any other form of business risk, such as financial risk. This
top-down driven prioritisation of cybersecurity is a critical success factor in protecting a company's digital assets, and the
consumer data you may be storing.

Cybersecurity should be front of mind in all activities and at all levels of the organisation. Employees should be rewarded
for secure behaviours and managers should be equally rewarded for effectively driving cybersecurity awareness and
encouraging behavioural change in the organisation.

In recognition of Cyber Awareness Month and the impact of cybercrime on us all, South African consumers can take these
three basic steps to keep their data safe at work, home or school:
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Set up Multi-Factor Authentication (MAF) on every one of your online accounts - especially your email, banking and
social media accounts.
Use strong passwords and use a reputable password manager to keep them safe.
Be informed so that you can recognise phishing and social engineering tactics, and always report a suspected attack.
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